Abstract-Palette images are widely used in multimedia and Internet applications. In this paper, a new method for data hiding in palette images with security protection by color ordering and mapping, as well as parameter randomization, is proposed. First, image pixels are classified as data embeddable or nonembeddable, and only the former ones are used to embed secret data. The proposed idea of data hiding is based on the use of a new type of color-ordering relationship, from which a color-mapping function is defined with binary values as output. When a secret data bit is to be embedded, a data-embeddable pixel is selected, and its color is adjusted to make the output of the color-mapping function equal to the secret bit value. The embedded secret data can be extracted correctly and quickly from the resulting stego-image by merely inspecting the outputs of the color-mapping function. Indetectability of the secret information embedded by the proposed method is also analyzed and confirmed. Furthermore, a number of possible security enhancement measures based on parameter randomization in the data-embedding process are proposed to protect the hidden data in the stego-image. The randomization effect is created by the use of a secret key and a number of random number-generating functions. The proposed data hiding method was tested with a variety of palette images. The experimental results show that secret data can be embedded and extracted successfully without producing visual artifacts in the cover image. A good balance between stego-image quality and data-embedding capacity can be achieved, which proves the efficiency and feasibility of the proposed method for practical applications.
I. INTRODUCTION
T HE IDEA OF data hiding is to seamlessly modify a given image, called a cover image in this paper, in a prescribed manner so that secret information can be embedded in the resulting image, called the stego-image, without creating noticeable artifacts [1] . The recipient can correctly extract the embedded information from the stego-image, while other people are unaware of the existence of the secret behind the stegoimage. Data-hiding techniques can be exploited for many applications, such as steganography, covert communication, data authentication, annotation association, etc., and so have been extensively investigated in recent years [2] . This paper is mainly on the topics of steganography and covert communication of palette-based images. Applications of such topics include intelligent information hiding or transmission for military purposes, secret keeping, or communication in business activities of companies, etc.
Palette-based images, or simply palette images, are popular in multimedia and Internet applications. Each palette image is composed of a color palette and a set of color indexes. The color palette is a list of entries of representative colors in the image, and the color indexes are some pointers to those palette entries that specify the red-green-blue (RGB) colors in the image. Use of this type of palette image format has the effect of image compression, which helps saving storage space and reducing transmission time. An example of palette images is that of the graphics interchange format (GIF). Popularity of palette images in multimedia and Internet applications makes them appropriate for use as cover images to conceal secret data without arousing suspicion when the resulting stego-images are inspected or transmitted over the Internet. Many studies have been devoted to data hiding [1] - [5] ; however, little attention has been paid to such studies for palette images so far. The goal of this study is to design a new secure method for data hiding in palette images.
Since the indexes of the color palette used in a palette image are not color values themselves, hiding data in palette images is more challenging than in images of other formats. Either the palette or the image data can be used to hide secret data. Kwan [6] developed a program called "Gifshuffle" to embed data in GIF images. The idea is to permute the colors in the palette of an image in a specific order in accordance with the secret data. There are 256! possible permutations of the 256 entries of a color palette. So, at most bits can be embedded into a GIF image. A merit of this approach is that the visual content of the cover image is not affected. However, a serious drawback is that palette image software will usually rearrange the order of the colors in the palette of a given image and so destroy the data hidden in the palette, when the image is reloaded and saved. Additionally, a palette with randomly ordered color entries might also be a hint of data hiding. In some steganographic applications [7] - [10] , by using the dithering method, the palette size can be doubled and thus used to choose appropriate colors to replace those of the pixels where data are embedded. However, it was reported in [11] that if data hiding is achieved by manipulation of the color palette, hidden data is much more likely to be detected by steganalysis. As a result, data hiding by manipulation of the image content instead might be more favorable for practical applications, and this is the approach adopted in this paper. Fridrich and Du [12] proposed a method to embed data in palette images by first assigning a specific parity bit (0 or 1) to each color in the palette, and then adjusting the pixel index values in such a way that the parities of the new index values are equal to the message bits to be embedded. They proposed an optimal parity-assignment algorithm so that the resulting dataembedding process guarantees that an index is always replaced by the index of the closest color. Their adaptive method can be employed to conceal a moderate amount of data and has the least modification of pixel values. However, replacing a color with its closest one may not always be the best choice. Theoretically, minimization of the color difference after data embedding will result in the least distortion in the image. Practically, this might not be adequate for palette images, especially for those with low color depth. Fig. 1 illustrates an example of the observation about this phenomenon. For simplicity, only three colors , , and with RGB values (0, 174, 239), (57, 181, 74), and (236, 0, 140) are contained in the sample image. Fig. 1(a) shows the original image. The pixel to be adjusted is located near the center of the image and is marked by a bounding box. It can be noted that the original color of the pixel is . Because the closest color of is , is replaced by to minimize the color change of the pixel, as shown in Fig. 1(b) . This results in a spark in the image. On the other hand, Fig. 1(c) shows the result of replacing with the neighboring color . The image contains no visual artifact. As a result, in the development of data hiding in palette images, not only the color characteristics, but also the spatial properties of the image content should be considered.
Though a few effective data-hiding methods for binary images have been proposed [4] , [13] - [15] , the embedding capacity of a binary image is essentially very limited. On the other hand, various palette images are available for secret data embedding, so we may choose images with larger numbers of colors rather than with two or only a few colors as cover images. Nevertheless, the proposed method also can be applied to palette images with small numbers of colors except that the embedding capacity of such images will be smaller. In case that a large amount of data is to be hidden, one way out is to use multiple images instead of just one for data embedding.
In this paper, a data-hiding scheme for palette images is proposed for steganographic applications. Secret information hidden in a stego-image is fragile to image manipulations. Also, such applications require that the secret information hidden in a stego-image is visually and statistically undetectable, and the hidden secret cannot be read even when its existence is detected. To achieve these two goals, the proposed scheme is based on the use of a certain color-ordering relationship. Such an ordering relationship is designed according to some color quality. The ordering relationship is used to choose an optimal set of colors to replace the original ones to achieve better hiding effects, based on the idea of minimizing color distortion. Besides, the proposed method also considers the necessity of reducing local image content changes as mentioned above, yielding secret embedding results with a good compromise between the resulting visual quality and data-hiding capacity. Furthermore, to ensure the security of the hidden data, it is usually desired to have some measures to protect the data behind the stego-image from being illegally discovered. For this purpose, we also propose a sequence of security protection measures, which are based on the concept of randomizing the parameters involved in the proposed data-embedding process. Parameter randomization is achieved by a set of random number generators, all of which are controlled conveniently by the use of a single secret key. The resulting data-embedding scheme becomes so dynamic and complicated that illicit discovery of the hidden data is expected to be impossible.
In the following, the proposed color-ordering relationship and color-mapping function will be introduced in Section II. In Sections III and IV, the proposed data embedding and extraction processes will be described, respectively. Analysis of indetectability of the secret information embedded by the method and the proposed security protection measures for the method will be described in Section V. In Section VI, several experiments results will be presented to show the feasibility of the proposed method. And finally, in Section VII, some conclusions will be given.
II. PROPOSED COLOR-ORDERING RELATIONSHIP AND COLOR-MAPPING FUNCTION
The proposed data-hiding method is based on the use of a color-ordering relationship and a binary color-mapping function, which we define in this section. pixels, and yields as output a binary value "0" or "1" in accordance with the color relationship among the pixels' colors. The basic idea of data embedding proposed in this paper is to modify the colors of some image pixels in such a way that the corresponding binary outputs of the color-mapping function with the colors of the resulting image pixels as input are equal to the data bits to be hidden.
First, we define the color-ordering relationship. Let and be two colors with RGB values and , respectively. The color-ordering relationship is based on the luminance values and of and , where and are computed as follows [16] : (1) It is possible that and are different, but and are equal to each other. In this situation, the color-ordering relationship is defined by comparing the RGB values of and further to make the relationship unique. Three possible color orders between and are defined as follows, which we say to form a color-ordering relationship  :   if  or  and  or  and  and  if  and  and  otherwise. (2) It is not difficult to see that the above relationship defines a unique ordering for all colors and serves the purpose of data hiding well. However, it is noted that by randomizing the ordering sequence determined by the above definition, more colorordering relationships can be generated, as will be explained in detail in Section V.
Next, we define some terms before giving the definition of the color-mapping function. In the proposed data-embedding process, an input cover image is processed in a raster-scanning manner. Given a pixel in the cover image, we define its precedent neighbors to be those four neighboring pixels, among the eight neighboring ones in a 3 3 neighborhood of , which are visited in sequence before the other four during the line-by-line raster scanning. More specifically, if is located at coordinates in the input image, then its precedent neighbors are the four pixels located at , , , and . See Fig. 2 for an illustration. Then, we define three related terms: 1) the color difference between two colors and as the Euclidean distance between the RGB values and of and , respectively, or more specifically, as ; 2) the color difference between two pixels and with colors and , respectively, as the color difference between and ; and 3) the maximum color difference between a given pixel and its four precedent neighbors -as the maximum of the four color differences between and -, respectively. We are now ready to define the color-mapping function. For a given pixel with color , let the colors of its four precedent neighbors -be through , respectively. Let the result of sorting the values of -according to the color-ordering relationship be -, with being the largest. We define a color-mapping function with binary outputs as follows, which we denote as :
It can be seen that the function output depends on the ordering of the color of among those of the four precedent neighbors of . In addition, to reduce possible quality degradation in the resulting stego-image, the pixels in the cover image are classified into data embeddable and nonembeddable ones in this study during the raster-scanning process. Only data-embeddable pixels are used for data hiding; nonembeddable ones are skipped. Let be the original color of a given pixel and a possible replacement for in the color palette . When the color of is , assume that the corresponding output of the color-mapping function of is , and that the corresponding maximum color difference between and its four precedent neighbors is . When the color of is replaced by , assume that the corresponding values of and are changed to be and , respectively. Also assume that the number of distinct colors of 's four precedent neighbors is . A pixel is defined to be data embeddable if the following three conditions are satisfied: 1) is larger than a threshold value ; 2) is smaller than a threshold value ; and 3) there exists a color with the corresponding being the inverse of , and the corresponding being smaller than the threshold value . Or equivalently, we define the data embeddability of a pixel as shown in (4) at the bottom of the page. In (4), the first condition is used to ensure that is located in a reasonably is data embeddable, if and there exists a such that and is nonembeddable, otherwise.
color-abundant region so that pixel color modification due to data embedding will arouse little suspicion. A reason here is that the change of a pixel's color among a region with a lot of colors presumably is less noticeable. The second condition is set mainly to avoid pixel color modification at high contrast regions with large values, where sharp lines or edges will appear with higher probabilities. Modification of colors at such regions usually will cause more obvious image content changes, and so reduce the data-hiding effect. The third condition is set to ensure that has the ability to embed a bit, and that is still data embeddable after the data-embedding process. Note that, because the number of distinct colors of 's four precedent neighbors is not changed when the color of is altered, the condition will not be changed, and so is not included in the third condition.
III. PROPOSED DATA-EMBEDDING PROCESS
Assume that the secret data to be embedded in a cover palette image is a bit stream, denoted as . The basic idea of the proposed data-embedding process is to check each pixel of in a raster-scanning manner for its data embeddability, and to embed each secret bit of sequentially into every data-embeddable pixel, until the bit stream of is exhausted. During each secret bit-embedding step, if the binary output of the color-mapping function is the same as the secret bit value to be embedded, the color of the currently checked data-embeddable pixel is kept unchanged; otherwise, is replaced with a color , called the optimal replacement color for , selected from the color palette by the following algorithm.
Algorithm 1: Optimal replacement color selection for a given pixel
Input: The color of the currently checked data-embeddable pixel , the color palette , and a secret bit value to be embedded. Output: The optimal replacement color for .
Step 1) Let denote a set of candidate optimal replacement colors for , and set empty initially.
Step 2) Put each color in the color palette into if satisfies the following two conditions: 1) together with the colors of the four precedent neighbors of as input to the color-mapping function yields a binary output value equal to the secret bit ; and 2)
is still data embeddable when its color is set to .
Step 3) Find the color among those in , whose color difference from is the minimum, i.e., find the in that satisfies the following condition:
Step 4) Let denote the subset of that contains the colors of the four precedent neighbors of . If the color difference between and is smaller than a preselected threshold or is empty, then take as the desired optimal replacement color for and stop; otherwise, perform the next step.
Step 5) Find the color among those in , whose color difference from is the minimum, i.e., find the that satisfies the following condition: take as the desired for ; and stop. The first three steps of the above algorithm aim to select from the color palette a color which is "most similar" in color to that of the currently checked pixel . However, if this color differs too much from that of , use of it as the desired optimal replacement color will cause an obvious visual artifact at , as illustrated by Fig. 1(b) . Therefore, Step 4) is performed with the preselected threshold used to avoid such a case. If this case is found to exist, then in Step 5), the "most similar" color found from those of the four precedent pixels is taken to be the desired optimal replacement color for the currently checked pixel , as illustrated by Fig. 1(c) . An important idea behind the proposed algorithm above is that we require the pixel to be still data embeddable after its color is replaced, as depicted by the second condition in Step 2). This measure facilitates the work of identifying those pixels into which secret bits have been embedded during the secret data-extraction process.
We are now ready to describe the proposed secret data-embedding process as an algorithm in the following.
Algorithm 2: Secret data-embedding process
Input: A cover palette image , and a secret bit stream to be embedded. Output: An image with the secret being embedded.
Step 1) For each secret bit in , perform the following steps until all secret bits in are embedded.
Step 2) Perform a raster scan of and check the data embeddability of each scanned pixel, until a data-embeddable pixel is found.
Step 3) Take the color of and the sorted colorsof the four precedent neighbors of as input to the colormapping function to yield a binary output bit .
Step 4) Check whether the secret bit is equal to . If so, regard the secret bit to be already existing at , and go to Step 1) to embed the next bit; otherwise, perform the next step.
Step 5) Find the optimal replacement color for by Algorithm 1; substitute the color of with ; and go to Step 1) to embed the next bit.
IV. PROPOSED DATA-EXTRACTION PROCESS
During the data-extraction process, a given stego-image is also processed in a raster-scanning manner. The definition given in (4) is used to check the pixels' data embeddability. Only data-embeddable pixels are processed further; all nonembeddable ones are skipped. For each data-embeddable pixel, we take its color and those of its four precedent neighbors as input to the color-mapping function , and compute the binary output value. If the output is "0," then the extracted secret bit is taken to be "0;" otherwise, "1." As can be seen, the extraction process is simple and so can be performed very fast. The detailed data-extraction process is described in the following as an algorithm.
Algorithm 3: Secret data-extraction process
Input: An input stego-image in which a secret bit stream was embedded. Output: The secret bit stream .
Step 1) Set as an empty bit stream initially.
Step 2) Perform a raster scan of and execute the following steps until all pixels of are processed.
Step 3) For each pixel of , check whether it is data embeddable. If not, regard no secret bit to exist at , and go to
Step 2); otherwise, perform the next step.
Step 4) Take the color of and the sorted colorsof the four precedent neighbors of as input to the colormapping function to yield a binary output bit .
Step 5) Append to the end of , and go to Step 2).
V. SECURITY PROTECTION FOR PROPOSED METHOD

A. Indetectability of Hidden Information
In steganographic applications, it is required that the existence of hidden information is visually and statistically undetectable. The imperceptibility of hidden information is demonstrated by some experimental results in Section VI. In this section, we show that the hidden information in the stego-images generated by the proposed method cannot be detected by some methods of stego-image analysis.
Intuitively, a general statistical model of palette images can be used to determine whether an image is "normal" or possibly embedded with certain extra information. However, because of the variety of palette images, it is difficult to define a general statistical model for analyzing palette images [2] . Without a general model, detection of hidden information in palette images can only be performed in certain prescribed manners. In [2] , some hidden information detection techniques are described and can be categorized as follows: 1) investigation of abnormal palette structures; 2) detection of outstanding pixels; 3) detection of special patterns in palette images. Because the proposed method does not manipulate image palettes, no abnormal palette structure, such as a special palette color ordering, will be generated. Techniques belonging to Category 1) above therefore have no effect on the proposed method. In addition, the use of the data embeddability proposed in this paper prevents the resulting stego-images from having outstanding pixels which are visually or statistically detectable. Thus, techniques belonging to Category 2) have no effect on the proposed method, either. Finally, one reported method of special pattern detection in watermarked palette images is Maes [17] , which checks the histogram of a watermarked image to detect whether it includes special patterns resulting from modification of the palette content. Such patterns, called twin peaks, are produced by some artificially created palette colors that are similar to the original colors in the cover image. But since our method does not alter the palette, such an approach again does not work on the stego-images yielded by our method.
B. Confidentiality of Hidden Information
When data hiding becomes popular and the public gets acquainted with it, people might try illegally to inspect or extract the secret data behind an image. Hence, it is necessary to take appropriate measures to ensure the security of the hidden data, hoping that an unauthorized user will never extract the hidden data successfully or correctly, even if he or she knows in advance that there are secret data behind the stego-image. To protect the embedded data securely, a common way is to use a cryptographic method additionally before data hiding. That is, the secret data are first encrypted with a key, followed by the process of hiding the encryption result in a cover image. This way, though offering an additional level of security protection, does not provide the hidden data with direct protection. It is desired to add security protection directly into the data-hiding process, aiming to increase the difficulty for an unauthorized user to extract, alter, and forge hidden data by manipulating the stego-image. The details of the proposed measures to achieve this goal are described in the following.
Recall that during the proposed secret data-extraction process, the original cover image is not required. Instead, to extract the hidden data from a stego-image correctly, the following three types of information are required: 1) the positions of the data-embeddable pixels determined by the two threshold values and involved in the definition of data embeddability in (4); 2) the order of colors used in defining the color-ordering relationship by (2); 3) the binary outputs of the color-mapping function defined by (3).
If the above three types of information are all discovered illegally, the possibility for the embedded secret data to be extracted out will be increased. The essence of the proposed secret protection measures to secure these three types of critical information is to randomize the involved parameters (the threshold values, orders, and function outputs) through the use of a single secret key and several random number-generating functions. The secret key may be chosen freely by a user to control the random number-generating functions, and, in turn, to yield a corresponding secret data-embedding process. Subsequently, when data extraction is to be conducted, the same secret key is used to yield the corresponding data-extraction process that is basically a reverse of the data-embedding process. We now describe below the detail of the security enhancement measure for protecting each of the three types of information mentioned above.
1) Randomization of Data-Embeddable Pixel Positions:
From (4), we see that and are two thresholds that determine pixel embeddability during secret bit embedding. People cannot know whether a pixel is data embeddable or not by inspecting the stego-image only; the only way is to try all possible combinations of to see if any combination can result in the extraction of reasonable data. To increase the difficulty of finding the correct combination of , when the embeddability of each pixel is checked during the image raster-scanning process, a random combination of is generated by two random number-generating functions and , with the initial seeds of both functions set to a secret key value, say . In this paper, is used to generate a value of randomly in the range 1-3, and in the range 5-50. In this way, the embeddability of each pixel will vary so that the positions of the data-embeddable pixels will become unpredictable. This, in turn, means that only when the secret key is used in the data-extraction process for data-embeddability determination can the embedded data be recovered unambiguously. In addition, it is noted that a random number generator will always yield the same output number or the same number sequence, as long as the input seed key is identical. Let be the probability for an unauthorized user to discover a single setting of by enumerating all possible combinations of them. It is easy to see that is equal to in our case.
2) Randomization of Color-Ordering Relationships:
The color-ordering relationship defined by (2) is based on an order yielded from comparing the magnitudes of the luminance values of all colors. This order, though unique, is fixed. Making it dynamically defined for each pixel will increase the security protection effect. The method we adopt to achieve this goal is described as follows.
At the beginning of the data embedding or extraction process, all colors, say ones, in the palette are sorted according to their luminance values based on the color-ordering relationship defined by (2) . Let the resulting color sequence be . We say that color in has the order number . Whenever a pixel with color and order number is encountered, we use the secret key to generate a random number sequence using a random number-generating function with each number in being in the range from 1 to . Then, we assign the new order number of to each color in to replace its old one . Accordingly, the new order number for the color of with the old order number is now . Furthermore, the color of each of the four precedent neighbors of is also assigned a new order number in the meantime. Now, a new color-ordering relationship between two colors and with new order numbers and , respectively, can be defined as follows:
In short, the above definition gives a color-order randomization effect at each image pixel, leading to more assurance of security protection of the resulting data embedding.
Let be the probability for an unauthorized user to discover a single color-ordering relationship by enumerating all possible ones. It can be seen that if there are distinct colors in the image, is equal to , which decreases with the increase of . Furthermore, even when the image is just with 32 distinct colors, is still quite small, which is about .
3) Randomization of Color-Mapping Functions:
The colormapping function specified in (3) is randomized in the following way to increase the security protection of the embedded data. First, the secret key is used to generate a binary random sequence , using a random number-generating function . Based on the dynamically defined colorordering relationship described previously, the color-mapping function in (3) is redefined in accordance with as follows:
Hence, is different each time when a secret bit is embedded into a data-embeddable pixel. Because always generates the same random number sequence as long as an identical seed (which is the secret key ) is used, the function , which is dynamically defined for each pixel during the embedding and the extraction processes, is identical. As a result, the hidden data can be extracted correctly. This way of randomizing the colormapping function obviously will strengthen the security of the hidden data.
Let be the probability for an unauthorized user to discover a single color-mapping function by enumerating all possible ones. It can be seen that is equal to .
4) Security Control by Parameter Randomization:
The three aforementioned security enhancement measures are based on the use of random number generators with an input secret key to randomize the three types of information mentioned previously. The random number generators will always yield the same output numbers or the same number sequences, as long as is identical. This ensures that, in the secret data-extraction process, if the secret key used in the secret data-embedding process is provided, the three types of information can be correctly discovered without causing synchronization errors. That is, the randomization of the three types of information will not affect the correctness of the proposed method.
In addition, the enhancement measures are designed to protect the three types of information by randomizing them. Assume that all of the above security measures are employed, and that the three types of information all together are randomized times. This means that for an image, a randomization operation must be performed for every pixels. Accordingly, the probability for an unauthorized user to discover the sets of the three types of information is , which is equal to for an image with 32 distinct colors. Now, by selecting an appropriate to randomize the three types of information, may be decreased to be as small as possible. For example, assume that in a high-security application with a 256 256 input image which has 32 distinct colors, is required to be smaller than . Then, since , just three times of randomization will be sufficient. This, in turn, means that the randomization need be conducted once every pixels in the secret data-embedding process, where is the integer ceiling function.
In summary, if all of the above security enhancement measures are implemented into the secret data-embedding process, it is expected that an unauthorized attempt of extracting the hidden data will be extremely difficult. And this makes the proposed method very feasible for practical data-hiding applications.
VI. EXPERIMENTAL RESULTS
To test the performance of the proposed method, a series of experiments were conducted on a collection of 100 palette images. These images were selected to simulate the use of palette images in real-world applications. According to the definition of the public palette image format, there are at most 256 different colors in a palette image, so that the use of palette images is restricted to applications which do not need a great number of colors. Fig. 3 includes a set of typical palette images in our collections. Fig. 3(a) and (b) are a photograph and a comic picture, respectively. In addition to the purpose of reducing storage space, these kinds of images can be used as thumbnails to serve as previews of real or huge images during browsing. Because more colors are usually required to make photographs and comic pictures visually acceptable, the palettes of these pictures contain more than 128 colors. Fig. 3(c) includes an image containing both graphical and text regions. This image is used as an "image map" in web pages. Users can enter another page by clicking the topics located in the left part of the image. The number of colors used in this kind of image is dependent on the image content. Fig. 3(d) shows a clip art that is usually stored as a palette image. It requires fewer colors than a photograph. Generally, the number of colors used in a clip art is between 32 and 128. Fig. 3 (e) and (f) are two images that are mainly composed of text with simple or complex backgrounds. These kinds of images are often used as banners or for advertisements.
The corresponding stego-images, created by the proposed method, are shown in Fig. 4 . In our experiment, the threshold values , , and were set to be 2, 20, and 10, respectively. Accordingly, a pixel is data embeddable only when there are at least three distinct colors among its four precedent neighbors, and the maximum color difference between a pixel and the four precedent neighbors is smaller than 20. The number of bits embedded and the resulting peak signal-to-noise ratio (PSNR) value are shown below each stego-image in the figures. The experimental results show that secret data can be embedded without introducing visual artifacts and extracted correctly by the proposed method.
Furthermore, we also investigated the performance of the proposed method with different threshold values. In our experiment, is set to a half of . Table I illustrates the embedding performance of the proposed method. As expected, the number of bits that can be embedded is increased, when is decreased and is increased. The image quality after data embedding, though, is still very good, with the resulting PSNR higher than 35 dB. On the other hand, when the thresholds and are set in the reverse way, we see that even better image quality was obtained without sacrificing the embedding capacity. This shows that the proposed method has a good tradeoff between embedding capacity and image quality, and so is quite flexible and practical for various applications.
VII. CONCLUSIONS
In this paper, a new method for data hiding in palette images has been proposed. Data embeddability of cover image pixels, as well as color-mapping functions based on color-ordering relationships, are defined in this paper. The major idea of the proposed data-embedding process is to modify the colors of data-embeddable image pixels so that the binary outputs of the color-mapping function with the colors of these image pixels as input may be taken as the data to be hidden. The color of a data-embeddable pixel is modified to be an optimal one, which is selected from the color palette and has the least distortion under the color conditions around the pixel. Different from other data-hiding methods that consider only color difference in secret embedding, our method in addition takes spatial properties of the image content into account. Hence, when cover images contain limited colors that are visually uncorrelated, the proposed method can yield embedding results with better visual quality. Indetectability of the secret information embedded by the proposed method has also been analyzed and ensured. Furthermore, several possible security enhancement measures for the proposed method have been proposed. These measures essentially randomize the parameters involved in the proposed data-embedding process, and provide the proposed method with good security protection. Good experimental results were obtained, which show the feasibility of the proposed method. He joined the faculty of National Chiao Tung University, Hsinchu, Taiwan in 1979, and is currently a Professor in the Department of Computer and Information Science and the Vice President of the University. He has served as the Head of the Department, the Dean of Academic Affairs of the University, the Chairman of the Chinese Image Processing and Pattern Recognition Society at Taiwan, the Editor of several international journals, and the Editor-in-Chief of the Journal of Information Science and Engineering. He has published 293 academic papers, including 120 journal papers and 173 conference papers. His major research interests include image processing, pattern recognition, computer vision, virtual reality, and information hiding. He has supervised the thesis studies of 29 Ph.D. students and 113 master students.
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